DOA Windows Server Request

Last Updated: October 12, 2004
	 FORMCHECKBOX 

	
	The current DOA Server “standards” have been reviewed and this server request requires no exceptions to the stated standards. (Click to see current DOA Windows Server Standards)

	 FORMCHECKBOX 

	
	This server request requires exceptions to the stated standards as follows:

	
	
	

	
	
	

	
	
	


	Windows Server Name Requested:       


	

	Contact Information:

     Name:        
     Phone:        
     Email:        
	Vendor Contact Information (if applicable):

     Name:        
     Phone:        
     Email:        

	

	Minimum Hardware Requirements:

	# of CPUs:

     
	# of Power Supplies:

     
	Processor Speed:

     
	      Physical Memory:

     

	

	Server Type/Function:

 FORMCHECKBOX 
   Application      FORMCHECKBOX 
   Web      FORMCHECKBOX 
   File or Print      FORMCHECKBOX 
    Other (Please explain below)

     

	

	DMZ Connectivity Required?:      FORMCHECKBOX 
   Yes      FORMCHECKBOX 
   No

(If external access is necessary, then DMZ connectivity must be requested.)

If Yes to the above, what Ports will be required opened on the Firewall for access?

     

	

	If this is to be a Web Server:

We currently install and support IIS.  If another application is required, please explain what application is required and why.

     

	

	Is SSL required (will financial or non-public information be transmitted?):

 FORMCHECKBOX 
   Yes      FORMCHECKBOX 
   No

If something other than an IIS Security Certificate is required, please specify:

     
Certificates will be requested as <servername>.doa.louisiana.gov unless otherwise requested. If exception is required, please explain here.       



	

	Will this server be considered “Critical”?      FORMCHECKBOX 
   Yes      FORMCHECKBOX 
   No

(If this server is deemed to be “critical”, then it must be clustered or load balanced to assure availability.  This  requires additional equipment.)

	

	Will Load Balancing be required for this server?      FORMCHECKBOX 
   Yes      FORMCHECKBOX 
   No

	

	Will this server send email?      FORMCHECKBOX 
   Yes      FORMCHECKBOX 
   No

	

	Standard Network connections are 10/100 Ethernet, one privately addressed, and another publicly addressed if machine is located in the DMZ.

Are additional and/or non-standard Network Connections required?   FORMCHECKBOX 
  Yes      FORMCHECKBOX 
  No

If so, please explain:         

	

	This server will need SAN connectivity if:

     a)   It is to be a clustered machine, and/or

     b)   If large amounts of disk space are required.

SAN connectivity required?      FORMCHECKBOX 
   Yes       FORMCHECKBOX 
   No

	

	Disk Space Requirements:                 

     **Note:  Consolidated SQL database Disk Storage is not included in this calculation**

Local Disk Space:    Minimum of 15 gig required for Operating System and Management

Local Disk Space:                                     

SAN Disk Space :         

	

	Our database standards require that SQL on a consolidated remote server be used if a database is necessary. 

Will SQL be required?      FORMCHECKBOX 
   Yes        FORMCHECKBOX 
   No

If so, Disk Space requirements expected for Database?   

       Minimum         Maximum

Will a separate instance of SQL be required?    FORMCHECKBOX 
   Yes      FORMCHECKBOX 
   No

If an exception to the SQL or remote SQL standard is necessary, please explain:

     

	

	***Summary / Comments For PC/LAN Use Only***

NICS Required:         ___Standard, ____DMZ, ____ Heartbeat, ____ Other

HBAs Required:        ___Yes  ____No

Local Disk Space:      _________

SAN Disk Space:       _________

Comments:

	

	

	

	

	


_______________________________________


_____________________________________________

Section Head






Assistant Commissioner

DOA Server Standards

September 10, 2004

	Raid
	Either Raid 5 with a hot spare, (requires a minimum of 4 hard drives) or Raid 1….preferably with a hot spare, as well.  This is on servers to be connected to the SAN.

	Partitioning:
	Generally hard drive or Raid Volumes are partitioned into C: and D: drives.  OS and standard applications are loaded on C: and other applications are loaded on D: drive.

Size of these partitions varies, but nothing smaller than a 5 Gig C:.

San Connected Servers may have only one local partition.

	OS:


	Currently using Windows 2003 Server and Windows 2003 Enterprise  Server with all updates deemed “critical”.   As we will continue to upgrade our Operating Systems as new versions are released, all applications will be certified on the newer versions in a timely manner.

	WEB/Other
	Currently using IIS 6.0, Internet Explorer 6 w/SP1

	Hard Drive Space:
	If a machine is clustered, shared drive space will be located on a remote SAN, therefore HBAs and associated software will be required for connectivity.  In this case, OS will usually be loaded on mirrored drives… (possibly just C:, possibly still partitioned into C: and D: )

If not clustered, it could still be connected to the SAN as external storage if determined preferable, or required storage ordered with server equipment.

	Database:
	SQL is the standard database.  Applications should be able to use our remote consolidated SQL server.

	Networking/protocols:
	TCPIP, using private addressing.  Machines requiring external access must be located in the DMZ and require an additional NIC.

	IDs:
	We will create a local admin ID for the server “owner’s” use to install and maintain software.

	Remote Access:
	Currently we do not allow remote admin access to our servers from outside of our private network.  We understand that this will be changing in the future as VPN becomes available.

Remote access for non-OCS, DOA employees will be allowed.  The user’s standard DOA ID will be used for connectivity to the machine, and the Local Admin ID may then be used to logon to the machine.  Remote Access Request forms will be required.

	Server Names:
	Our server naming will be 1sp@@@@ where @@@@ is descriptive for the server.  We try to use either  1WEB@@@ or WWW@@@ if it is a web server.  We also use 1MGT, 1COM, 1FS, 1PS, and 1DC for management, communication, file and print servers and Domain Controllers, respectively.

	Current Maint. Window:
	Sunday evenings from 6:00 pm to 12:00.  However, on non-critical servers we may request down time occasionally after normal working hours.

	Current MS Security: Update Procedures:
	For the most part, we automatically update servers with what are deemed to be critical MS Security updates.  As these are released by Microsoft, we “approve” them, notify users that Updates will be applied on a given day, and that if necessary, servers will be rebooted upon completion (at 4:00 am or 5:00am in the morning).



	Applications
	Anything loaded on these machines cannot require a user to be logged on in order to start or run the application.  It must be able to start as a service, so that an ID can be associated with it and be run at bootup.  Applications must not conflict with any of our standard applications, and must keep up with Microsoft Operating Systems updates, Service Packs, and new OS releases.

	Backups
	We currently use Tivoli as our backup software.  All DOA windows servers are backed up nightly on workdays.  

	Additional Purchases Required
	Server OS, Current Antivirus, Tivoli (licensed per processor), Diskeeper, Cisco Security Agent, HP OpenView Agent, and any Security Certificates required.



.
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